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each organisation serving as the unit of analysis. Data analysis was performed
using RStudio with R programming, applying exploratory factor analysis and
regression modelling techniques to the organisational data. The findings indicate
that Al integration, employee training, and access control robustness have no
significant effect on financial fraud occurrence. In contrast, data governance
maturity, internal audit frequency, and the application of anomaly detection
systems were found to significantly influence the incidence of financial fraud
within business organisations. These results provide valuable insights for Chinese
businesses aiming to reduce the likelihood of financial fraud.
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1. Introduction

The rapid digitisation of financial systems has reshaped the global business landscape,
positioning data as one of the most critical organisational assets [1; 69]. In the modern financial
environment, enterprises increasingly rely on extensive data analytics and digital infrastructures to
support decision-making, forecasting, and risk management processes [2]. Nevertheless, the
growing complexity of these digital systems has concurrently heightened the exposure to financial
fraud, data manipulation, and cybercrime. Financial management fraud poses a severe challenge to
organisational stability, investor confidence, and overall market integrity [3]. As business operations
become progressively data-driven, there is an urgent requirement for strategic frameworks that can
effectively detect and mitigate fraudulent practices within financial management systems [4].

Financial fraud encompasses intentional acts of deception undertaken for financial benefit,
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which can compromise corporate governance, erode investor trust, and impede economic growth
[5]. In the big data era, where immense volumes of structured and unstructured financial data are
constantly produced and analyzed, ensuring data security and reliability is imperative. Organizations
must uphold both compliance and accountability through robust systems of data governance and
risk assessment [6]. The adoption of Al, machine learning, and automated anomaly detection tools
has introduced innovative opportunities for enhancing fraud prevention strategies. However,
despite technological advancements, numerous firms continue to face difficulties in creating
cohesive systems that integrate governance maturity, Al-based surveillance, and employee
responsibility [7].

Comprehensive financial fraud detection requires an integrated approach that combines data
governance maturity, internal auditing processes, employee training, and advanced technological
applications [8]. Data governance maturity ensures that financial data are efficiently managed,
stored, and applied within secure and transparent frameworks [9]. Organizations with higher levels
of governance maturity are generally more capable of identifying irregularities and maintaining
compliance standards. Similarly, the incorporation of Al and predictive analytics has proven to be a
significant advancement in detecting suspicious transactions and abnormal financial behaviors [10].
These technologies enable rapid analysis of extensive datasets to identify unusual patterns that
might elude traditional audit techniques [11]. Nonetheless, the effectiveness of Al-based systems
depends on their strategic alignment with governance and audit mechanisms.

Internal audit frequency also represents a vital element in preventing financial fraud. Frequent
audits help organizations continuously evaluate and refine their internal control systems, identify
potential vulnerabilities, and address weaknesses before they result in financial losses [12].
Additionally, employee training in data ethics and cybersecurity promotes awareness and
accountability, thereby minimizing the risk of human error or deliberate misconduct [13]. The
ethical dimension of data management has become increasingly significant in contemporary
business environments, as insider threats and inadvertent breaches account for a considerable
proportion of fraud incidents [14]. Educating employees to identify fraudulent activities and comply
with data protection principles strengthens the overall security of financial operations. Moreover,
access control robustness and anomaly detection deployment play an essential role in curbing fraud
risk [15]. Strong access controls restrict unauthorized entry into financial databases, while anomaly
detection systems automatically flag irregular transactions or behavioral deviations from
established benchmarks [16]. Integrating Al-based anomaly detection enhances an organisation’s
ability to respond swiftly to emerging financial threats [17]. Collectively, these elements support the
creation of a decision-oriented framework for financial fraud management, one that integrates big
data analytics, Al, and governance principles to ensure transparency, accountability, and data
security.

The primary objective of this research is to assess how data governance maturity, Al integration,
internal audit frequency, employee training, access control robustness, and the implementation of
anomaly detection systems affect the prevalence of financial fraud in business enterprises. By
examining these variables within China’s digital financial context, this study provides empirical
insights into the relationship between technology and managerial practices in improving fraud
prevention. The research contributes to the growing body of knowledge on digital finance
governance and offers practical guidance for developing technology-driven systems that protect
financial integrity in the age of big data.

2. Review of Literature
In the contemporary banking sector, data holds a crucial role as it encompasses all client-related
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account information and transactional records [18]. Managing such sensitive data necessitates the
implementation of robust mechanisms that incorporate multiple layers of protection to minimize
the risk of fraudulent activities. Nonetheless, breaches in financial data systems remain relatively
common, indicating that cybersecurity frameworks and data protection measures require
continuous enhancement to mitigate potential fraud risks [19]. Various software solutions and
third-party assessment services are now available in the market to assist organizations in preventing
data manipulation and unauthorized access, both of which can lead to fraudulent practices [20].

Despite these advancements, the effective management of financial data, including the
preparation and analysis of financial statements and forecasts, remains vital to preventing financial
fraud [21]. The maturity of data management systems is therefore regarded as a key determinant in
reducing the likelihood of data breaches, which can otherwise have severe implications for financial
security. Consequently, financial institutions must develop advanced and comprehensive fraud
protection mechanisms to safeguard their data from unauthorized interference [22]. In addition,
strategic improvements in data handling processes are essential, enabling organizations to
strengthen their data protection frameworks and achieve a competitive advantage in risk mitigation
[23]. As financial data directly informs decision-making processes, its management must be
conducted with precision and care to prevent any form of fraudulent activity.

H1: There is a relationship between data governance maturity and financial fraud occurrence.

The integration of Al into financial management has become essential in contemporary contexts
to enhance data protection and security [25]. Through Al-driven algorithms, organizations can
strengthen data protection frameworks and develop more sophisticated layers of defense. The
incorporation of self-monitoring and alert systems powered by Al enhances the efficiency of
financial processes by detecting and preventing fraudulent activities while ensuring that any
irregularities are promptly reported [26]. In the domain of data management, the application of Al
facilitates systematic processing and oversight, ensuring that financial operations are aligned with
modern technological standards [27]. The utilization of Al in financial fraud detection enables timely
identification and resolution of potential risks, thereby reinforcing institutional resilience.

Moreover, when integrated with financial governance systems, Al can significantly improve risk
management by generating automated alerts for unusual financial transactions or inconsistencies
and forwarding these alerts to senior management for review [28]. Hence, Al plays a pivotal role in
managing the financial data of organizations, serving as a crucial element in both fraud prevention
and operational optimization [29]. The strategic integration of Al not only strengthens data security
but also enhances the overall financial advantage derived from accurate, well-protected, and
efficiently managed data.

H2: There is a relationship between the use of artificial intelligence in financial processes and
financial fraud occurrence.

The frequency of internal audits serves as a crucial element in preventing fraudulent activities
within financial systems [30]. To effectively mitigate such risks, organizations must establish a
structured and consistent internal audit schedule that enhances the overall efficiency of fraud
prevention mechanisms. Conducting timely and frequent audits contributes to the reliability and
accuracy of financial records, thereby reducing the likelihood of fraudulent alterations or
misstatements [31]. Internal audits play a central role in ensuring the secure management of
financial data, as they help identify vulnerabilities and verify the integrity of accounting practices.
These audits should be conducted at regular intervals, enabling the detection and rectification of
any data breaches or irregularities [32].

Furthermore, understanding the occurrence of financial fraud is essential for developing
stronger preventive measures, given that the quality and transparency of data are critical
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determinants of financial integrity [33]. Audits related to financial matters must follow a well-
designed framework in which all relevant information is reviewed and reported systematically.
Establishing an appropriate audit frequency, approved and overseen by senior management and
financial control teams, ensures greater accountability and improves the organization’s ability to
assess and manage financial risks effectively [34]. Consequently, a strategic approach to audit
scheduling can substantially strengthen financial governance and fraud detection capabilities.

H3: There is a relationship between internal audit frequency and financial fraud occurrence.

Employee training in data management represents a fundamental component of effective
financial governance [35]. When employees are well-trained and motivated, they are more capable
of establishing robust mechanisms for handling financial data securely and efficiently. The human
resource department holds the primary responsibility for equipping employees with the skills
required to address financial management challenges and uphold organizational data integrity [36].
Properly trained employees are better prepared to identify potential breaches, respond to financial
irregularities, and engage in ethical whistleblowing when misconduct occurs [37]. Furthermore,
training programmes that incorporate modern Al applications and big data management practices
enhance employees’ technical competence and ethical awareness in managing financial data [38].
Although employees involved in data breaches are also subject to training interventions, greater
emphasis should be placed on cultivating ethical behavior and accountability within the workforce,
a responsibility that rests primarily with the human resource department [39]. Data management
and financial integrity are critical organizational concerns, requiring continuous improvement in
employee performance and ethical standards [40]. Comprehensive and well-structured training
focused on financial reporting and data protection not only strengthens employees’ confidence but
also empowers them to detect and report any financial misconduct effectively.

H4: There is a relationship between employee training on data ethics and security and financial
fraud occurrence.

The ability of employees to effectively manage and control the flow of financial data significantly
enhances the operational efficiency of an organization’s finance department [41]. Establishing a
well-structured approach to financial information management enables institutions to address
emerging financial issues more effectively and maintain accurate reporting. A high degree of control
over financial data is therefore a critical factor in ensuring financial stability and mitigating risks
associated with fraud or data manipulation [42]. Employee access to financial data must be
appropriately regulated to ensure that fraud prevention measures remain robust and effective [43].
In this regard, the human resource department should priorities employee training by incorporating
Al tools and other advanced technologies to enhance data flow control and reinforce ethical
awareness in handling financial information [44]. When employees possess adequate access control
skills and an understanding of secure data handling, they are better equipped to prevent breaches
and maintain the confidentiality and integrity of financial information [45]. Moreover, employees
must receive continuous training to address potential financial challenges that could compromise
their performance or expose the organization to fraud-related risks [46]. Conversely, when financial
management teams lack sufficient capability or authority to regulate data flow, the organization
becomes vulnerable to unauthorized access and manipulation of financial records by fraudulent
actors. Strengthening data access control and employee competence is therefore essential to
safeguarding the integrity of financial systems.

H5: There is a relationship between access control strength and financial fraud occurrence.

The development and implementation of advanced software systems to regulate data flow are
essential for effective financial control and oversight [47]. Organizations must address data
management challenges that can undermine their operational efficiency and overall productivity.
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Establishing robust data control mechanisms is therefore a critical requirement, as it enables
organizations to manage information flow more effectively and minimize exposure to financial
irregularities [48]. International collaboration and enhanced employee training can further support
the creation of systems capable of identifying and preventing fraudulent activities [49]. By
improving the efficiency and traceability of information flow, organizations can manage financial
data more securely and reduce the likelihood of fraud. Financial fraud detection remains a vital
organizational priority, necessitating the adoption and deployment of modern technological tools
designed to identify potential threats at an early stage [50]. The integration of these advanced
detection tools with Al systems, alongside comprehensive employee training, can significantly
strengthen an organization’s capacity to monitor and safeguard its financial operations [51]. Such
integration enhances both financial management and data protection, thereby reducing the risk of
fraudulent activities and reinforcing institutional resilience against financial misconduct.

H6: There is a relationship between anomaly detection deployment and financial fraud occurrence.

3. Material and Method

The population for this research comprised business organizations in China that maintain
transactional systems and internal financial reporting structures. The study focused on
understanding how these organizations manage digital finance operations and utilize such systems
to mitigate fraudulent activities. This population was selected to examine how various
organizational factors contribute to controlling financial fraud occurrences. The participating
organizations were identified through the Chamber of Commerce, national business registries,
industry associations, and commercial databases. Only organizations that provide internal financial
services supported by digital resources were included in the study. Data were collected from Chief
Data Officers (CDOs) and Chief Financial Officers (CFOs), as these individuals are responsible for
overseeing information technology security, financial management, and internal audit processes.
Consistent with prior research, which suggests that a sample size between 200 and 400
organizations is appropriate for organizational-level analyses, this study followed a similar range.

A Likert scale-based questionnaire was employed for data collection, with both printed and
electronic versions used. In total, 353 questionnaires were distributed across China. Some were sent
via email to respondents whose physical access was constrained in order to save time and reduce
logistical expenses. Informed consent was obtained from all participants prior to data collection.
Out of the distributed questionnaires, 233 were returned, and after removing five outliers, a final
sample of 218 valid responses was used for data analysis. Statistical analyses were conducted using
RStudio with R programming [61]. The data analysis process began with the identification of
outliers, followed by the assessment of skewness and kurtosis, which confirmed that the data
distribution was normal. The mean and standard deviation values also indicated an appropriate
distribution within the sample. Since the unit of analysis for this study was the organization rather
than the individual, no personal-level data were collected. Only demographic information related to
the participating organizations was included, while critical or sensitive organizational details were
not disclosed in this research.

4. Findings

In this study, the collected data were examined to assess the reliability of the measurement
instrument used for each construct. To ensure internal consistency, Cronbach’s alpha was
calculated, with a minimum threshold value of 0.70 applied to confirm acceptable reliability [24].
The Cronbach’s alpha results, presented in Table 1 and Figure 1, indicated that all variables achieved
satisfactory reliability levels. Consequently, all constructs were deemed valid and suitable for
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subsequent analysis, as the validity of each construct was empirically established. Additionally, the
research assessed the coefficient of determination (R?) to evaluate the extent to which the
independent variables explained the variance in the dependent variable. The R? value measures
how changes in dependent variables can be attributed to variations in independent variables.
According to Hair et al. [24], an R? value above 0.19 indicates a weak effect, above 0.33 represents a
moderate or substantial effect, and above 0.67 signifies a strong effect.

1.00

0.78 0\076 0.73
| \

FF DG UAI IAF ET AC AD

Sa §a8 84 §a 8 §a 84

Fig.1: Model Plot
Note: FFC = Financial Fraud Occurrence, ADD = Anomaly Detection Deployment, ACS = Access Control
Strength, ETDE = Employee Training on Data Ethics, IAF = Internal Audit Frequency, UAI = Use of Artificial
Intelligence in Financial Processes and Data Governance Maturity

The results of this study, as reported in Table 1, revealed that internal audit frequency and
employee training on data ethics demonstrated a moderate effect on financial fraud occurrence.
Conversely, all other variables exhibited a strong influence on financial fraud occurrence. These
findings confirm that the independent variables collectively exert a significant impact on the
dependent variable.

Table 1

Cronbach’s Alpha and Coefficient of Determination

Variable Cronbach's Alpha R?
IAF 0.781 0.537
DGM 0.781 0.608
UAI 0.771 0.596
ACS 0.756 0.610
ETDE 0.756 0.570
FFC 0.733

ADD 0.731 0.534

During the data analysis using exploratory factor analysis, this study examined the factor
loadings of all variables. Significant factor loadings indicate that the variables are measured reliably
and are suitable for assessing the hypothesized relationships. A p-value of 0.05 was applied as the
threshold for determining the significance of factor loadings [24]). The results, presented in Table 2.
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Table 2
Factor Loadings

Factor Indicator Estimate Std. Error z-Value p 95% Cl Lower 95% Cl Upper
Factor 1 FFC 1 0 — — 1 1

DGM 1.087 0.097 11.24 <.001 0.898 1.277

UAI 1.094 0.098 11.13 <.001 0.902 1.287

IAF 1.107 0.098 11.26 <.001 0.914 1.299

ETDE 1.060 0.097 10.87 <.001 0.869 1.251

ACS 1.074 0.098 10.91 <.001 0.881 1.267

ADD 1.003 0.095 10.51 <.001 0.816 1.190

As shown in Table 3, all variables in this research achieved AVE values above 0.50, indicating
that the data met the required threshold for convergent validity. Consequently, convergent validity
was established, confirming that the research data were reliable and appropriate for subsequent

analysis.

Table 3
Average Variance Extracted

Variable Average Variance Extracted
IAF 0.566
DGM 0.573
UAI 0.673
ACS 0.763
ETDE 0.563
FFC 0.579
ADD 0.688

The study assessed convergent validity by calculating the average variance extracted (AVE),
which evaluates the extent to which the measurement instrument captures substantial variance for
each construct. AVE values exceeding 0.50 are considered sufficient to confirm convergent validity
[24]. Figure 2, show that all variables achieved significant factor loadings. Accordingly, the data
were considered reliable and appropriate for use in this research, supporting the validity of the

measurement instrument.

Eigenvalue

@ Data
-A- Simulated data from parallel analysis

Component

Fig.2: Scree Plot

This study further examined the residual values for each variable. In regression analysis, a
residual value represents the portion of an observed variable that is not accounted for by the
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model, effectively indicating the difference between the predicted and observed values. The
residual values for all variables, as reported in Table 4, showed p-values below 0.001 [24]. These
results confirm that the residuals are statistically significant, indicating that the model’s predictions
align closely with the observed data and appropriately explain the variation in the dependent
variable.

Table 4
Residual Variance

Indicator Estimate Std. Error z-value p 95% Cl Lower 95% Cl Upper
FFC 0.566 0.062 9.161 <.001 0.445 0.687
DGM 0.502 0.057 8.728 <.001 0.389 0.614
UAI 0.532 0.060 8.807 <.001 0.414 0.651
IAF 0.515 0.059 8.712 <.001 0.399 0.630
ETDE 0.557 0.062 8.976 <.001 0.435 0.678
ACS 0.562 0.063 8.952 <.001 0.439 0.685
ADD 0.576 0.063 9.175 <.001 0.453 0.699

The hypotheses were evaluated using a t-value threshold of 1.96 to determine significance [24].
The results indicate that H1 is supported, showing a significant relationship between data
governance maturity and the occurrence of financial fraud. In contrast, H2 was not supported, as no
significant relationship was found between the use of artificial intelligence in financial processes
and financial fraud occurrence. H3 was supported, demonstrating a significant association between
internal audit frequency and financial fraud occurrence. The results for H4 indicated no significant
relationship between employee training on data ethics and security and financial fraud occurrence.
Similarly, H5 was not supported, as access control strength showed no significant effect on financial
fraud occurrence. Finally, H6 was supported, with anomaly detection deployment exhibiting a
significant relationship with financial fraud occurrence. The detailed results of the regression
analysis are presented in Table 5.

Table 5

Regression

Predictor Unstandardized CoefficientStd. Error Standardized Coefficientt p Tolerance VIF
DGM 0.216 0.07 0.221 3.078 0.002 0.476 2.101
UAI 0.114 0.07 0.118 1.631 0.104 0.465 2.152
IAF 0.165 0.07 0.172 2.371 0.019 0.467 2.143
ETDE 0.118 0.068 0.121 1.723 0.086 0.492 2.031
ACS 0.077 0.068 0.08 1.130 0.26 0.487 2.053
ADD 0.144 0.068 0.145 2.123 0.035 0.523 1.912

5. Discussion and Conclusion

The study analyzed the data to derive findings and achieve the research objectives. The results
for H1 indicate a significant relationship between data governance maturity and the occurrence of
financial fraud. These findings align with previous research, which emphasizes that robust data
governance frameworks enhance fraud control mechanisms [52]. Contemporary organizations are
encouraged to integrate Al technologies alongside multiple layers of governance to prevent
fraudulent activities [53]. Implementing stringent data governance protocols at every stage of
financial transactions is recommended, and the use of block chain technology can further
strengthen fraud prevention through digital control and transparent reporting [54]. Collectively,
these practices contribute to improving data control mechanisms and reducing fraud in digital
financial transactions.
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Regarding H2, the results indicate no significant relationship between Al utilization in financial
processes and financial fraud occurrence. This contrasts with earlier studies suggesting that Al plays
a key role in detecting fraudulent activities [55]. In the context of the organizations examined in this
study, Al adoption appears limited, with insufficient mechanisms in place for effective utilization
[56]. Consequently, organisations should enhance Al integration strategically, combining modern Al
tools with financial processes to improve monitoring, reporting, and mitigation of fraudulent
activities [57; 58]. The findings for H3 demonstrate a significant relationship between internal audit
frequency and financial fraud occurrence. Prior research highlights that regular internal audits are
critical in controlling fraud [59]. In this study, a structured routine of internal audits is
recommended, potentially supported by third-party auditing teams to strengthen audit capabilities
[60]. Utilizing modern technologies within internal audit processes can detect fraudulent activities
more effectively and promote whistleblowing mechanisms. Regular audits ensure continuous
monitoring of financial operations and support effective financial governance [62; 63].

For H4, no significant relationship was found between employee training on data ethics and
security and financial fraud occurrence. Although previous studies have emphasised that employee
training can reduce fraud, particularly in finance departments, the organisations in this study may
have limited ethical practices for employees, which could explain the lack of effect [66; 67].
Promoting ethical conduct, providing incentives, and advancing reporting mechanisms are
recommended strategies to mitigate fraud, but these appear underdeveloped in the context of the
sampled organisations [68]. Similarly, H5 results indicate no significant relationship between access
control strength and financial fraud occurrence. Literature suggests that strong access control
supports timely and secure financial transactions [70]. However, in the organizations studied, access
control systems exerted minimal influence on fraud prevention [30]. To enhance fraud mitigation,
firms should integrate Al and big data tools, alongside whistleblowing systems, to complement
access control measures [64; 65]. Improving access control remains essential, but it should be part
of a broader, technology-enabled fraud prevention strategy.

Finally, the findings for H6 show a significant relationship between anomaly detection
deployment and financial fraud occurrence. Previous research supports that deploying fraud
detection mechanisms is effective in mitigating financial fraud [71]. Organizations should implement
robust detection tools, potentially supported by third-party oversight, to strengthen fraud
management. The effectiveness of these mechanisms is further enhanced when top management
actively prioritises fraud prevention and employees are trained to use detection systems effectively
[63; 68]. Without structured systems and ethical engagement from employees, managing financial
control and preventing fraud becomes considerably more challenging.

6. Theoretical and Practical Implications

The findings of this study provide significant theoretical and practical contributions for both
academic and professional stakeholders engaged in financial management, data governance, and
corporate auditing. From a theoretical perspective, the research advances the digital finance
literature by highlighting the roles of data governance maturity and internal audit frequency as
critical variables within anomaly detection systems aimed at fraud prevention. By examining the
relationships between data governance maturity, internal audit frequency, anomaly detection
implementation, and the incidence of financial fraud, the study identifies these factors as central
components of an effective fraud prevention framework. While Al adoption and employee training
contribute additional value, the results indicate that the effectiveness of fraud reduction ultimately
depends on an organisation’s readiness and the quality of implementation, offering opportunities
for further investigation in future studies.
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From a practical standpoint, the study underscores the importance of organisations actively
enhancing their data governance maturity and, to a certain extent, internal audit functions.
Enterprise organisations are encouraged to establish clear governance models that define data
ownership, accountability, and compliance procedures, leaving minimal ambiguity. Best practices
include instituting a regular internal audit cycle with periodic reviews and leveraging technology to
streamline anomaly identification and fraud deterrence. Beyond detecting anomalies, organisations
should integrate Al or machine learning into audit processes, enabling real-time oversight,
monitoring, and fraud detection during financial transactions, thereby enhancing public trust and
ensuring authorised access. Furthermore, incorporating cloud-based Al or machine learning within
enterprise resource planning and financial systems can improve data quality through real-time
verification, enhance accuracy, reduce errors, minimise disruptions, and increase responsiveness,
representing a comprehensive approach to fraud prevention and operational excellence.

In conclusion, the study suggests that management should foster a culture of awareness and
proactive fraud detection. By leveraging information to improve access controls and employing Al-
enhanced technologies, organisations can conduct more effective fraud risk assessments and
strengthen their governance frameworks. These findings emphasise the need for firms to be
technologically advanced, maintain mature governance structures, ensure transparency, cultivate
trust in their processes, optimise operational synergy, and provide continuous awareness to
safeguard financial integrity in the era of big data.

7. Limitations and Future Directions

This research has certain methodological limitations that constrain the generalisability of its
findings. Firstly, data were collected exclusively from business organisations in China, which limits
the applicability of the results to other regional contexts. Future studies should consider collecting
data from multiple countries to conduct multigroup analyses, enabling comparisons across different
contexts. Such research would make a valuable contribution by enhancing the understanding of the
applicability of these findings in diverse organisational and cultural settings. Secondly, this study
employed a cross-sectional design, which restricts the temporal implications of the findings, as data
were captured at a single point in time. Future research is recommended to adopt longitudinal
approaches, incorporating time-series data from financial reports and interview-based insights. This
would provide a deeper understanding of trends and changes over time, thereby enhancing the
practical and theoretical significance of the findings. Furthermore, this study did not adopt a mixed-
methods approach, which limits the explanatory power regarding relationships that were not
supported quantitatively. Future research should consider combining survey-based data with in-
depth interviews across different organisations. Such an approach would extend the body of
knowledge, provide richer insights into financial fraud prevention mechanisms, and clarify the
contextual factors influencing the observed relationships. Overall, employing these methodological
enhancements in future studies would generate more comprehensive insights and advance
scholarly understanding in this field.
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